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"Sovereign readiness is an operating model, not a choice."

THE OPERATING TEST

Can an operator deploy, upgrade, validate, and recover the product using only shipped artifacts, automation, 
configuration, and release-specific documentation?

Are you ready for sovereign operations?

01
Configure, don’t rebuild
Regional differences belong in a 
supported configuration contract.

02
Operate independently
Deployment, validation, 
troubleshooting, and recovery must be 
operator-executable.

03
Stay inside the boundary
Artifacts, tooling, telemetry, licensing, 
and dependencies resolve in-region or 
turn off.
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THE PROBLEM

multi-source, multi-target landscapes

Code Repositories

Apps & Services

k8s manifests/pkgs

Infrastructure 
dependencies

To run your App, we need to deploy our service stack 
and all referenced components:

o   Infrastructure resources & dependencies
    e.g. databases, entitlements, service 
instances…

o   Applications 
    e.g. Docker images, native packages…

o   Orchestration tooling
    e.g. Day-2 Kubernetes operators, …

o   Foundational Dependencies
    e.g. Bare Metal provisioning

Kyverno

ArgoCD

Crossplane

Flux

Ansible

Terraform

... each with its own config, format, and pipeline

 
Deploy …
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THE ANSWER

Meet OCM. One identity, every boundary.

EVER Y A RTI FA CT TYPE

OCI

Helm

npm

Binary

Config

… any artifact 
type

EVER Y D EPLOYMENT BOUN DA RY

EU

US

Sovereign
Cloud

EVER Y C OMP LIA NC E FR AMEWOR K

DORA NIS2 CRA

v1 . 0. 0
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SOVEREIGN-READY - AIR-GAP

Trust travels with the component.

S O U R C E

Pack · Sign

Public registry

T R U S T  B O U N D A R Y

S O V E R E I G N  T A R G E T

Verify · Deploy

A I R - G A P P E D  E N V I R O N M E N T

github.com/acme/app v1.0.0

Local registry K8s cluster Auditor

Verify locally. Day-2 ops included.

S A ME  I D E N T I T Y  ·  S A M E  S I GN A T U R E  ·  A N Y  L O C A T I O N

Transport
github.com/acme/app v1.0.0
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THE HINGE

Identity that travels with the release.

  Component identity: name and version of the 

component. Globally unique. Location-agnostic.

  Digest: every resource inside the component carries a 

content hash. Computed once.

  Access: where the resource currently lives. Rewritten on 

transfer. Digest stays.

github.com/acme.org/helloworld:1.0.0

EU reg

access: 
ghcr.io/eu/...

US reg

access: 
ghcr.io/us/...

Air-gap

access: 
registry.local/...

Move the artifact. The digest stays. Only the access changes.
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CONSTRUCTOR

What you write.
components:

- name: github.com/acme.org/helloworld

  version: 1.0.0

  provider:

    name: acme.org

  resources:

    - name: mylocalfile

      type: blob

      input:                  # Embed by value

        type: File/v1

        path: ./my-local-resource.txt

    - name: image

      type: ociImage

      version: 1.0.0

      access:                 # Reference external artifact

        type: OCIImage/v1

        imageReference: ghcr.io/stefanprodan/podinfo:6.9.1

Software-Bill-of-Delivery (SBoD)
https://github.com/open-component-model/ocm-spec

https://github.com/open-component-model/ocm-spec
https://github.com/open-component-model/ocm-spec
https://github.com/open-component-model/ocm-spec
https://github.com/open-component-model/ocm-spec
https://github.com/open-component-model/ocm-spec
https://github.com/open-component-model/ocm-spec
https://github.com/open-component-model/ocm-spec
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DESCRIPTOR

Merkle proof over your entire infrastructure.

component:                              # (fields trimmed)

  name: github.com/acme.org/helloworld

  version: 1.0.0

  resources:

    - name: image

      type: ociImage

      access:                           # excluded - rewritten on transfer

        type: OCIImage/v1

        imageReference: ghcr.io/stefanprodan/podinfo@sha256:8fa5691d768ef456...

      digest:                            # content identity - input to descriptor hash

        hashAlgorithm: SHA-256

        value: 262578cde928d5c9eba3bce0...

signatures:                       # signature: one hash over the canonicalized descriptor

  - name: acme-release-key    

    digest:                              # of the descriptor

      hashAlgorithm: SHA-256

      value: a4b1c2d3e4f5...

    signature:

      algorithm: RSASSA-PSS

      value: <hex-encoded signature>
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OCM IN ONE PICTURE 

Pack · Sign · Transport · Deploy

PACK
Bundle your software.
One source of truth.

SIGN
One signature covers
all artifacts.

TRANSPORT
Across any boundary.
Even air-gapped.

DEPLOY
Verify · Unpack · Deploy
OCM K8s Controllers.

SOVEREIGN
CLOUD

Verify at destination.
No callback upstream.
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COMPOSE

Services with resources. 
Products with references.
Service components carry resources - images, charts, configs, SBOMs, …
A product component composes other components. One release unit, transferable, signable end-to-end.

components:

  - name: acme.org/sovereign/notes

    version: 1.0.0

    resources:

      - name: image       # OCI image

        # type, access, digest trimmed 

      

components:

  - name: acme.org/sovereign/product

    version: 1.0.0

    componentReferences:

      - name: notes

        componentName: acme.org/sovereign/notes

        version: 1.0.0

      - name: postgres

        componentName: acme.org/sovereign/postgres

        version: 1.0.0

# no resources of its own - pure composition

SERVICES PRODUCT

components:

- name: acme.org/sovereign/postgres

    version: 1.0.0

    resources:

      - name: image       # OCI image

        # type, access, digest trimmed

      - name: chart       # Helm chart

  # type, access, digest trimmed
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ADOPTER PROOF

Open Source by design, 
used from small-scale to enterprise.

gardener-horizontal-color_400.png
kyma-icon-color_400.png

Kyma

opencontrolplane-icon-color_400.png

Cloud Orchestrator

konfidence-horizontal-light_400.png

Part of 

    

https://gardener.cloud/
https://kyma-project.io/
https://open-control-plane.io/
https://konfidence.cloud/
https://neonephos.org/
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ADOPTER PROOF
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Explore OCM yourself
https://ocm.software

Pilot - Pack one product as an OCM component

Standardize - Make OCM the default component delivery 

Steward - Bring yourself into the OCM community

jakob.moeller@sap.com

https://ocm.software/
mailto:jakob.moeller@sap.com
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